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Course Outline: Certified Risk Manager (ISO 27005)
Certification: Certified Risk Manager (ISO 27005)

Required Courses and Exams:

Course Exam
Certified Risk Manager (ISO 27005) ISO 27005

Duration: 5 Days

Candidate Prerequisites:
A fundamental understanding of ISO/IEC 27005 and comprehensive knowledge
of Risk Assessment and Information Security.

Overview:

ISO/IEC 27005 Risk Manager fraining enables you to develop the competence to
master the risk management process related to all assets of relevance for
Information Security using the ISO/IEC 27005 standard as a reference framework.
During this training course, you will also gain a thorough understanding of best
practices of risk assessment methods such as OCTAVE, EBIOS, MEHARI and
harmonized TRA. This training course corresponds with the implementation
process of the ISMS framework presented in the ISO/IEC 27001 standard.

Who Should Attend:

« Information Security risk managers

e Information Security team members

« Individuals responsible for Information Security, compliance, and risk within
an organization

e Individuals implementing ISO/IEC 27001, seeking to comply with ISO/IEC
27001 or involved in a risk management program

e IT consultants

o T professionals

e Information Security officers

« Privacy officers

www.icsi.co.uk
+44(0)19 08 88 04 93


http://www.icsi.co.uk/

CS)

INTERNATIONAL CYBERSECURITY INSTITUTE

What is Included:

e eBook
e 1 exam voucher - Online Exam Proctoring
o Certificate of Attendance (Digital)

Course Outline

Day 1: Infroduction to ISO/IEC 27005, concepts and implementation of a risk
management program

Day 2: Risk identification, evaluation, and freatment as specified in ISO/IEC 27005

Day 3: Information Security risk acceptance, communication, consultation,
monitoring and review

Day 4: Risk assessment methodologies

Day 5: Certification Exam
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