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Course Outline: Certified Incident Manager (ISO 27035)
Certification: Certified Incident Manager (ISO 27035)

Required Courses and Exams:

Course Exam
Certified Incident Manager (ISO 27035) ISO 27035

Duration: 5 Days

Candidate Prerequisites:
A fundamental understanding of ISO/IEC 27035 and comprehensive knowledge
of Information Security.

Overview:

ISO/IEC 27035 Incident Manager training enables you to acquire the necessary
expertise to support an organization in implementing an Information Security
Incident Management plan based on ISO/IEC 27035. During this training course,
you will gain a comprehensive knowledge of a process model for designing and
developing an organizational incident management plan. The compatibility of
this training course with ISO/IEC 27035 also supports the ISO/IEC 27001 by
providing guidance for Information Security Incident Management.

Who Should Attend:

Information Security Incident managers

IT Managers

IT Auditors

Managers seeking to establish an Incident Response Team (IRT)

o Managers seeking to learn more about operating effective IRTs

o Information Security risk managers

o IT system administration professionals

o IT network administration professionals

« Members of Incident Response Teams

« Individuals responsible for Information Security within an organization
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What is Included:

e eBook
e 1 exam voucher - Online Exam Proctoring
o Certificate of Attendance (Digital)

Course Outline

Day 1: Infroduction to Information Security Incident Management concepts as
recommended by ISO/IEC 27035

Day 2: Desighing and preparing an Information Security Incident Management
plan

Day 3: Enacting the Incident Management process and handling Information
Security incidents

Day 4: Monitoring and continual improvement of the Information Security
Incident Management plan

Day 5: Certification Exam
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