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Course Outline: Certified Cyber Security Manager (ISO 27032) 

    

Certification: Certified Cyber Security Manager (ISO 27032) 

 

Required Courses and Exams: 

Course Exam 

Certified Cyber Security Manager (ISO 27032) ISO 27032 

 

Duration:  5 Days  

Candidate Prerequisites: 

A fundamental understanding of ISO/IEC 27032 and comprehensive knowledge 

of Cybersecurity. 

Overview: 

ISO/IEC 27032 Lead Cybersecurity Manager training enables you to acquire the 

expertise and competence needed to support an organization in implementing 

and managing a Cybersecurity program based on ISO/IEC 27032 and NIST 

Cybersecurity framework. During this training course, you will gain a 

comprehensive knowledge of Cybersecurity, the relationship between 

Cybersecurity and other types of IT security, and stakeholders’ role in 

Cybersecurity.  

Who Should Attend: 

 Cybersecurity professionals 

 Information Security experts  

 Professionals seeking to manage a Cybersecurity program 

 Individuals responsible to develop a Cybersecurity program 

 IT specialists 

 Information Technology expert advisors 

 IT professionals looking to enhance their technical skills and knowledge 
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What is Included: 

 eBook 

 1 exam voucher - Online Exam Proctoring  

 Certificate of Attendance (Digital) 

 

Course Outline 

Day 1: Introduction to Cybersecurity and related concepts as recommended 

by ISO/IEC 27032 

Day 2: Cybersecurity policies, risk management and attack mechanisms 

Day 3: Cybersecurity controls, information sharing and coordination 

Day 4: Incident management, monitoring and continuous improvement 

Day 5: Certification Exam 
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